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Welcome to Replica!

Create Your Virtual Environment (VE)
Upon logging in to the Replica platform, click on
“Create” in the primary workspace. Use a unique
environment name for easy identification. Assign
the VE to a group to ensure seamless
collaboration.

Select Primary Objective for Your Environment
Walk through system-guided prompts to select
configuration settings for your environment -
including the appropriate Replica Image and
Egress.

Choose Optional Advanced Settings
URL Logging – To capture and extract URL data
from network packets, select the “URL logging.”
Packet Capture – To capture and save all Virtual
Environment network packets to PCAP files,
enable the “packet capture” option.
File Export - exfil data to pre-configured 3rd
party storage services.

Launch Environment
Select launch to open the environment you just
created.

Creating a Secure Environment

Replica provides Secure Environments-as-a-Service, enabling teams to conduct high-risk
activities, such as malware analysis, sensitive research, and collaboration, without
exposure to external threats. With instant deployment and full isolation, your work remains
protected.

Instant. Secure. Frictionless.
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Upon your initial log-in, you will be prompted to accept
the terms of service and change your default password.
If you forget your password, follow the password
recovery process on the login page.

Logging In

http://www.replicacyber.com/


Sample Header

Unified Profiles - Group multiple virtual
environments by persona, area, or
project to streamline operations
Network Control - Set fixed access
points for consistent attribution

Managing Your Secure Environments

Leverage Replica ProfilesReplica’s Web Dashboard

Monitor Status – View active and idle
environments and jobs.
Modify Settings – Adjust permissions,
network configurations, or storage
policies.
Clone Environments – Instantly duplicate
setups for parallel investigations.
Switch Between Sessions – Seamlessly
move between different secure
workspaces.

Now that you have created a virtual environment,
let’s use it! 

✓   Select the applications icon in the lower left to   
      get your menu. 

✓  Open your browser under Internet. 

✓   Choose allow in the URL bar if you want to share a  
      clipboard on your machine.

✓   Each VE defaults to language matching the egress 
      location. Administrators can change this setting.

✓   The toolbox has other features for VEs, including 
       Butler access, egress swapping, and 
       telephony. Not all features may be enabled for 
       your organization. 

Clipboard Egress SMSFiles Credentials

Using Your Environments

Email: support@replicacyber.com or submit a ticket directly
in the Replica platform. 

Need help? Connect with our support team. 
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